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Introduction

Information Technology is increasingly being seen as a profit center as opposed to a cost center.  The WDC’s needs for IT come from the benefits that will be provided through its use.  Ideally the WDC would like an IT plan that enhances current business practices as well as creates new practices that were not previously possible.  This document presents a network design that takes these needs and wants into consideration and provides a realistic representation of the difficulties and costs that will be incurred as well as the benefits that will be obtained.
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Business description 

Massachusetts Courts


Before 1978, all of the trial courts in the Massachusetts Commonwealth were funded through the counties.  Chapter 478 of the Acts of 1978 was the new legislation that reorganized the state judicial system.  The new system had seven Trial Court departments: the Boston Municipal Court, the District Court, the Housing Court, the Land Court, the Juvenile Court, the Probate and Family Court, and, lastly, the Superior Court.  This legislation also normalized judges titles and compensation; all the departments’ judges were hence named “state judges” provided the same salary and benefits.


The District Court handles a considerable amount of traffic; it hears a range of cases: criminal, civil, housing, juvenile, mental health, and others.  The magistrates of the District Court conduct hearings to issue criminal complaints and arrest warrants.  It is also their role to determine if there is probable cause to detain arrested persons without a warrant. Judges and magistrates also issue criminal and administrative search warrants.

 
In Worcester County, the District Court judges exercise non-jury trial jurisdiction in civil cases, generally in matters involving less than $25,000. In all counties, the District Court will try small claims involving up to $2,000; these cases are initially tried to a magistrate however allowing the defense the right to appeal either to a judge or jury.

In the appendix we offer a measure of how many cases the district courthouses see.  In 2003, the state’s district courthouses held 291,370 hearings.
  Worcester’s estimated share of that figure is well over 20,000.  In 2003, the Worcester district courthouse alone held 9,977 hearings for civil motor vehicle infractions.
  We anticipate that with the new building, located on the corner of Main and Central, they are increasing capacity for even more cases.
  Our design must keep high capacity and scalability in mind.


The Worcester District Court schedules seven different events during the week: civil motions, civil trials, criminal business, small claims, summary process, supplementary process and the jury of six session.  The jurisdiction of the district court includes all rulings punishable up to five years imprisonment.

Services
The Worcester District Court is as much a business as any corporate entity in that it carries out a set of services for clients through the use of a limited number of resources.  Their goal is to enforce the law and to serve the public by providing just and timely resolution of all judicial matters.

They fulfill the following services for the public good:

	· Enforcement of money judgment

· Restraining orders

· Evictions

· Injunctions

· Civil commitments 

· Supervision of criminal defendants committed for mental observation

· Appeals from certain administrative agencies


	· Civil motor vehicle infractions

· General equity jurisdiction in civil money damage

· Miscellaneous civil matters

· Award nominal damages

· Juvenile affairs

· Issue criminal and administrative search warrants




Business Needs

The following is a list of tasks carried out by the current users of the courthouse and divided into major courthouse functions.  

Operational - refers to tasks that maintain the daily operations of the division

Administrative - refers to administrative tasks that manage the operations of a division

Procedural - refers to tasks necessary to the operation of a courtroom

Security and Maintenance - tasks which help maintain a safe and efficient courthouse

Finance – refers to tasks managing courthouse financial information.

Public Relations – refers to tasks involving the communication of information to those unaffiliated with the courthouse.

The tasks supported by these functions define the “Needs” of the new courthouse.

Security and Maintenance

· Assure full compliance with the law for the rights of the accused

· Assure the safety of those involved in court-room proceedings

· Keep all court data secure and provide access to authorized users

· Maintain courtrooms to fit the needs of court employees and users

· Perform evaluations of current security and maintenance practices and status

· Make recommendations for future purchases and policies

Operational

· Keep track of cases (scheduling)

· Keep track of inter-court room/equipment reservations (scheduling)

· Keep track of inventory

· File court documents & evidence

· Transcribe dictations

· Gather background information on probationers

· Conduct interviews

· Allow for communication within and between courts

· Provide access to any legal and non-legal resources

Administrative

· Human resources management

· Manage Information Technology

· Define policy and create manuals

· Train staff in new regulations and technologies

Finance

· Generate annual reports, etc.

· Employee payroll 

· Juror payroll

· Court Accounting (Budget development, evaluation and reporting)

Procedural

· Gain access to prior documents relating to the case, the subject matter or the individual

· Keep track of courtroom proceedings (events, time, statements)

· Keep track of presented evidence (physical location of, admittance, etc)

Public Relations

· Provide public/friends/family with information required by law

· Answer public inquiries

· Marketing and press contact

Users


Overall, we estimate a total of 157 users in the courthouse.  This estimation includes the following: 

Probation Department: 1 Chief Probation Officer, 7 Assistant Probation Officers, 35 Probation Officers, 35 Probation Account Clerk, and 1 Head Administrator.

Court Clerk & Magistrates Department: 1 First Clerk Magistrate, 10 Assistant Clerk Magistrate, 1 Clerk Magistrate, 53 Court Clerks, and 1 Office Manager.

Judges’ Lobby: 8 Judges and 4 Judicial Secretaries.

These users will be using a variety of applications detailed in the next section.  Aside from the above users, we consider the public, jurors, and lawyers possible users of the network.  They may access computers in the Law Library or other public terminals. Such terminals will be configured with severe security restrictions.

Application Analysis 
Types of Applications

	Type of Application
	Type of Users
	Number of Users
	Network Load
	Primary Bandwidth Direction
	Comments

	e-mail (MS Outlook)
	All employees
	157
	low
	internal, incoming, outgoing
	  

	WWW browsing (MS Internet Explorer)
	All employees
	157
	moderate
	incoming
	 

	Document creation (WordPerfect)
	All employees
	157
	n/a
	n/a
	 

	VPN access
	All employees
	157
	moderate
	incoming, outgoing
	Software dependent on hardware vendor

	Legal database access (Westlaw, etc)
	All employees, Public, Lawyers, Jurors
	~200
	moderate
	incoming
	 

	File storage/sharing
	All employees
	157
	high
	Internal
	Secure platform, safe from unauthorized access

	Accounting
	Probation Account Clerk, Head Administrator, Office Manager
	37
	low
	Internal
	Budget development, evaluation and reporting

	Scheduling
	Judicial Secretary, Court Clerks
	57
	low
	Internal
	case scheduling an room & equipment reservations

	Inventory
	Office Manager, Head Administrator
	2
	low
	internal
	 

	Payroll/Human resources
	Head Administrator, Office Manager
	2
	low
	internal
	Employee & juror payroll

	Network analysis
	IT staff
	1
	n/a
	n/a
	 

	Multimedia presentation
	Judges, Lawyers
	~20
	n/a
	n/a
	To present video/audio in a courtroom

	Multimedia recording
	Judges, Lawyers
	~20
	n/a
	n/a
	To record video/audio in a courtroom

	Video/Audio editing
	Court Clerks
	53
	n/a
	n/a
	To prepare for evidence presentation

	Scanning (Image/OCR)
	Court Clerks
	53
	n/a
	n/a
	 

	Environment Control
	Judges
	8
	n/a
	n/a
	Courtroom lights, window-shades

	Web development
	Court Clerks, Head Administrator, Judicial Secretary, IT staff
	63
	n/a
	n/a
	 

	User Authentication
	All employees, Public, Lawyers, Jurors
	~200
	low
	internal
	Login determines access rights

	Personnel Tracking
	Office Manager, Head Administrator
	2
	low
	internal
	

	Personnel Identification
	Office Manager, Head Administrator
	2
	low
	internal
	

	Database Administration
	IT staff
	1
	low
	internal
	 


Application Explanation

The courthouse’s primary application uses of computers will be document creation, email, and web browsing.  Assessing bandwidth requirements, these applications require differing network capacities.  E-mail has very little bandwidth requirements as it contains just plain text or HTML text; the largest emails average 40k in a corporate environment.  Attachments to emails add considerably more data to handle as they vary from 1mb to 10mb.  Web browsing is a moderate usage of bandwidth, where data will come from the commodity Internet connection into the court’s network.  The MIS Department of the Worcester DA’s Office affirmed that the court needs access to “hundreds of ... public, private, and educational domain sites.”
  These needs have been taken into consideration in the design of the network.

Document creation and modification is one of most frequently used application in this and any organization. The creation of these documents themselves does not utilize any network bandwidth, but a method of storing them globally and sharing them does.  Courthouse employees will have the ability to use network shares in order to store documents.  These documents will be handled by Microsoft applications such as MSWord and Excel.  Word offers integration with the other Office products that will increase compatibility and productivity.  We understand the currently, the Worcester District Court personnel are using WordPerfect. We would like suggest the transition into the Microsoft Office Suite and Word.  This transition will rely on training (which is explained below) and change management resources.  
File servers will allow authenticated user access to network files and other internal resources from internal sources, and externally through the VPN (Virtual Private Network.)  In terms of bandwidth, the VPN has the potential to fully utilize our commodity Internet link in both directions.  Off-site authenticated users may be on a cable modem or faster connection and may send or receive large (and small) files.  This will be taken into account when deciding Internet carriers. 

There are additional clerical applications that utilize network bandwidth at low levels.  These applications include accounting, scheduling, inventory, payroll, database administration and user authentication programs.  Aside from the aforementioned programs, the remaining applications are necessary but need no specific network requirements; these are: IT network analysis, multimedia presentation, video/audio editing, image scanning and OCR, room control, and development of web material.  All these applications also require minimum computing needs, but at this point, our network design will not recommend specific specifications for workstations.

All these applications hold the same amount of criticality.  Web browsing should have the lowest latency, while e-mail can have a longer delay.  VoIP solutions will not be implemented due to cost and the lack of relevant VoIP applications available.
MassCourts
MassCourts is a comprehensive Internet-based, integrated case management system that allows users to file criminal complaints, process warrants, do management reporting, docketing and scheduling. MassCourts merges fifteen independent, legacy systems currently in use in each of the Trial Court Departments into one robust central case management system to enable all Trial Court Departments and divisions to have common functionality and the ability to communicate with one another.  It is predicted to be the most complex statewide computer court system in the country thanks to its functionalities, which include easy communication with other courts in the state of Massachusetts.
 


The system is mainly “designed to benefit Massachusetts residents by making the delivery of justice more efficient, timely, accountable and accessible to all"
. Due to its efficiency and many features, the Worcester District Court will support MassCourts.  We will also be leading the technological edge by adopting this new technology early.
Network Performance

The required courthouse network performance is defined by the networking needs of internal users accessing internal resources, internal users accessing external resources, and external users accessing internal resources.  Each type of user’s need is defined by the applications detailed in the “Application Analysis” section.  These needs combine to create a restriction on network performance that may be measured in metrics such as capacity, utilization, throughput, accuracy, efficiency, latency, and response time.

Internal uses include applications such as e-mail, file sharing, file storage, and clerical applications.  As recommended in Cisco’s Top-Down Network Design book, these uses need to utilize less than the 37% of the shared Ethernet.
  Our gigabit architecture allows 125mb/second, 37% of which is 46.25mb/sec.  With a user base of approximately 157 non-simultaneous users, this will be completely adequate.

Applications that have heavy incoming bandwidth requirements include web-browsing, access to various law databases, and VPN access.  If it is assumed that an estimate of 13 simultaneous users will download at an average of 20k/sec. For these reasons, the Worcester District Courthouse will require at least a 3 megabit connection if the WDC is to maintain a 70% utilization over their downstream commodity Internet connection.

The only application with a heavy outgoing bandwidth requirement is VPN.  This is true only if the court’s users are making use of VPN technology to access the courthouse’s data resources from off-site, which is an assumption itself.  If the courthouse was doing web-hosting in-house, this would be a huge bandwidth requirement, but we have decided to outsource our web hosting for bandwidth and other reasons.

Bandwidth needs


Internally, our network will need high speed connectivity between switches and servers.  Therefore we have decided to go with gigabit Ethernet over CAT6 cable.  Our external connection is dependent on what applications we use and their Internet bandwidth requirements.  We have concluded that our needs necessitate a burstable Ethernet connection providing 3 megabits up and 3 megabits down.  We do not think our usage will necessitate anything larger than that as we are not using VoIP or any crucial bandwidth-intensive applications.
Web Presence

The current WDC makes use of the state web server located at http://www.state.ma.us/. This service is provided by the Information Technology Department of the Commonwealth of Massachusetts Information Technology Division. Although this server is lacking in progressive technologies that would provide dynamic and unique content, it is acceptable for hosting the static pages that the WDC will initially require. Agencies making use of the state web server may find support through the WebMASSters located at http://www.state.ma.us/webmass/.

        If the WDC is to server internal resources over the web to clients and staff members, it will be preferable to host a web server on the WDC LAN. This will provide easy and secure access to internally stored documents for clients served by the courthouse.
Government Standards
Massachusetts Freeware Initiative


The Massachusetts State administration has recently introduced plans to move state agencies towards open source IT solutions.  This “Freeware Initiative” suggests that agencies use open source software whenever possible in an effort to maximize interoperability and vendor independence.  Examples of open source technologies already in place by the administration are Extensible Markup Language and Secure Sockets Layer.

WDC IT Standards

The executive branch of the Commonwealth of Massachusetts follows a set of strict information technology architecture standards designed by their Information Technology Division.  Although the Worcester Court System resides outside of the executive branch and is not required to follow such standards, the standards provide a detailed IT plan that allows for optimum inter-governmental agency communication and compatibility.  We believe following these standards improved compatibility with other agencies and allows the court to participate in any state-wide projects, such as MassCourts.  The proposed plan for the WDC seeks to improve upon these standards while minimizing any loss in compatibility with peer agencies. 


In addition to current standards, the executive branch has also documented emerging standards in relevant fields of information technology that are recommended for new projects.  Below is a summary of recommendations that should be carried through to the WDC.

Summary of standards

· Acquisition

· Whenever possible, IT systems should be based on open standards instead of proprietary technologies

· IT resource acquisition through Comm-Pass (http://www.comm-pass.com)

· Desktop
· Operating System:  Microsoft XP Professional
· Minimum 600Mhz, 128MB RAM, 10GB HDD
· Microsoft Office 2002
· Servers

· Tape Backup System

· Network Management

· Application distribution: SMS

· Asset management: SMS

· Network Operating System:  MS Windows 2000 Server

· Cabling

· Category 6

· Security

· X509 v.3 Open source certificate display and signing utility

· Norton Antivirus Corporate Edition

· Intrusion detection systems at all network junctures and servers

· Remote Access

· VPN
· WAN Access

· Frame Relay
Network Security


The Worcester District Court requires a network with high security due to the sensitivity of information dealt with on a daily basis. Security risks that will be addressed include: the illegal use of internal resources, denial of service attacks, theft, damage to resources, and access to the network through security holes.  Viruses, worms, and exploits are an additional risk that must be dealt with because they often serve as open invitations for hackers.

Malicious Attacks
Hackers often use the method of packet sniffing to gain access to packets being sent throughout the network. Encrypted communication methods will be explored as as defense against packet sniffing.  Anti-packet sniffer tools will be added to the servers. These anti-sniffers detect changes in the response time of all the computers in the network and determine if the host has been using more traffic than the one generated on their own.


To lower the possibility for hackers to access any information, the court’s network will be using cryptography to send packets. Using cryptographic protocols such as Secure Shell (SSH) and Sockets Layer (SSL), make the encrypted packets useless to hackers.  These two cryptographic protocols are not only useful against packet sniffers, but also against spoofing attacks. These attacks provide false information about an unauthorized user’s identity, allowing them to access the network.


As shown in the logical network plan, the court will have several switches that will help protect against packet sniffers. With switched Ethernet, hackers will only have access to traffic that flows on the port with which they are connected.

Common attacks based on flaws of TCP/IP v4

· Data, including passwords not protected by the operating system, are sent in clear text in TCP/IP packets

· SYN attacks, a DoS condition resulting from overflow of the wait buffer

· IP spoofing, allowing the attacker to pretend it is another host

· Sequence guessing, allowing reassembly or delivery of forged packets

· Connection hijacking, allowing man-in-the-middle attacks

· Lack of authentication capability in the protocol

DMZ

In order to best protect sensitive served resources, the WDC will use a network demilitarized zone (DMZ).  This DMZ stands away from the internal LAN as well as the interface to the Internet in order to provide greater control over access to sensitive data and applications.  A DMZ area is always considered untrusted to the internal network that contains a company’s sensitive or confidential data.


It is possible that the WDC may want to serve its webpage in-house in the future.   If this is ever the case, then the web server would be located within the DMZ.  A minimal number of holes would be poked in the security between the web-server and the internal network 

Domain authentication occurs outside of the DMZ because of the risks involved in allowing internal services to be requested from within the DMZ.  All outside access to internal network resources should instead be handled through a VPN server located in the DMZ.

VPN Access

In order to facilitate the secure access of internal resources, a VPN will be implemented.  Much care must be taken to ensure that the VPN is configured correctly if network integrity is to be maintained.  It is for this reason that the VPN server will be located within the DMZ, behind a firewall that is capable of dealing with tunneled packets.  By mandate of our security policy, authentication with the VPN will require a password completely different from any authentication used on the internal network.
Security Policy

Passwords

The first step to network security and the prevention of unwanted users accessing any data is the use of passwords. Every employee in the court will have their own login name and password. With the help of this tool, users will only be able to gain access to parts of the network as decided by the networks administration in conjunction with courthouse management. When choosing a password, employees will have to choose a minimum of 8 characters, including a minimum of 2 numbers and/or symbols. They will not be allowed to use common words, passwords, or names to lower the chance of dictionary attacks succeeding. The use of numbers and symbols will reduce the possibility of a brute force attack to find the password. If an employee enters their password wrong 3 times, the account will lock for 1 hour, or until they contact the system administrator. Computers will be required to have a screensaver that asks for authentication after 15 minutes of inactivity. In addition all users will be required to change their passwords every 60 days.

Antivirus

All computers will have up-to-date antivirus software to protect from the threats of viruses and worms.  In the case of a computer being infected by a virus and the software detecting it, the employee must stop using the machine immediately and call the systems administrator to take over the situation. It is the employee’s responsibility to contact the network operations staff. All antivirus software will be updated constantly, giving viruses a smaller chance of infecting a machine.

Cisco and IOS

Cisco routers function thanks to software called IOS. This software defines how the router handles incoming data and contains the algorithms necessary to route data. In order to configure these devices, the IOS provides a rich user interface that allows systems administrators to configure these with great ease.  The usability of IOS is what makes Cisco stand out from any other network hardware companies (Nortel, 3com, etc). The software additionally allows administrators to set a password for limiting the access to outside users.
Network Software
In addition to antivirus software and packet sniffers, the Worcester District Court’s network will have Intrusion Detection Software (IDS). An IDS is a tool that reads and interprets log files from firewalls, routers, servers and many other network devices. 

In addition this software keeps a database of the latest abnormal activities in the network, such as traffic and attacks and can compare its results.


The most useful software for the WDC network is Snort, which is an open source network intrusion detection system (NDIS) that is able to analyze IP traffic, look for attacks, sniff packets and detect a large amount of exploits. Snort will be used to detect and report any breach of network policy.


The IDS sensors will view and capture all the traffic broadcasted to all ports by the router.
Remote Administration Software


We would also like to install remote administration software on the workstations and servers.  In the unfortunate possibility of not having an onsite IT staff, remote administration software will very much aid in the accurate diagnosis and quick repair of any computing issues.  For the software, we suggest a flavor of VNC, originally developed by AT&T Labs.  It is a freeware open-source software solution that is cross platform.  This is ultimately helpful because our servers will be running Linux and our workstations Windows.  The IT staff in Boston can log in and immediately take control of a computer to quickly fix what is wrong without disrupting Worcester staff.  This eliminates the Boston IT staff’s trips to Worcester, which have been identified as an unfortunate but sometimes necessary nuisance.
Network Availability
The network for the Worcester District Court is designed to be very reliable. The target uptime during office hours for the local area network is 99.95%. This figure translates into 5 minutes of network disruption per week. Minimizing downtime in a mission-critical network environment is a must. In general terms, the reliability and availability of the network must increase in proportion to an organization’s dependence on it. Thus, the successful integration of technology into the court system depends on a reliable network design.


Furthermore, practices such as updates, maintenance, and backup must be in line with the needs of the business. Any scheduled maintenance will be done after office hours when traffic is at a minimum. This will assure that the network is operational during the working day as well as minimize bandwidth usage.

Disaster Recovery


Network Disaster can range from natural phenomena such as floods and fires, to the destruction of the building and power irregularities. Several measures will be introduced to assure that the data on the network is kept safe at all times. In the unlikely case that disaster does occur, recovery options will be available.


 First and foremost, a steady supply of power is critical for any network. Loss of data as a result of power irregularities is a common place event and must be protected against. An Uninterruptible Power Supply (UPS) will be implemented to keep electricity at a steady level (conditioning the power), protect from power irregularities, as well as provide power in the event of a blackout.


There are four general flavors of power irregularities - surges, sags, spikes and outages. A surge is a lengthy (2.5 second or longer) increase in the supply voltage. A sag is a similarly lengthy decrease. By and large, these are the least dangerous types of power fluctuations. Likewise, outages are blackouts which generally do not cause damage but can bring business functions to a grinding halt. In this way the harm is the cost of downtime rather than the outage itself. Lastly, spikes are very sharp power fluctuations that tend to cause equipment damage. A spike is a brief increase in the supply voltage - less than 2.5 seconds, often considerably less. For a fraction of a second, a spike can subject network equipment to several hundred volts. Such high voltage can either damage or completely destroy components.


A UPS system is effective for protecting against all of these irregularities. In the even of an outage, the system will notify users that power has gone out, as well as give them the opportunity to save any open files. The UPS system is not a solution to overcome long-term power outages, but is a tool to maintain functionality through power disturbances. This system effectively reduces the amount of lost work due to power disruptions. Full-scale generators may be implemented to generate power for extended long-term outages; however this costly solution is unnecessary for the court at the present time. Power failure during the business day is fairly rare in the New England area, and the 10 or so minutes of continuous power provided by a UPS system should be sufficient to work through any blackouts. 

Backup Plan


Data backups are a critical component of any computing environment. Data can be lost due to hard drive failure, human error, natural disaster, or through other causes. The first step in assuring data integrity will be the creation of copies of mission critical data.  Redundant (RAID) arrays will be used for this purpose. To be more specific, RAID 1, also called “disk mirroring,” maintains two identical hard drives, assuring that if a hard drive fails, a second unit with identical data will be available. 

A second layer of data protection will be tape backup. A full backup of all files will be performed weekly, and a differential backup will be done at the end of each business day. Differential backups save only the files that have changed since the last backup, thus minimizing the necessary storage space as well as increasing backup speed. Tape backups will be stored in a fire-proof safe at an off-site location. The delivery of tapes to this location will take place daily. This second layer of protection is an effective method against disasters such as floods or fires which could render the on-site RAID backups unusable.

Additionally, this backup plan complies with all standards set forth by the Massachusetts Information Technology Division.

Network Plan

Logical Network Design
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It is worth noting that included in the basement’s DMZ network is a web server.  Currently, our plan suggests that all web hosting services be handled out of house, but in case the court wants to set up a web server inside their network in the future, we have set aside the space and resources for it.
Physical Network Design
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Physical Courtroom Wiring Diagram
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In the above diagram red represents plenum CAT6 cable.  It is entering from the east side where the Tele/Data closet is located.  To cable this courtroom we need 478 feet of CAT6.  The blue pentagons are network drops.  We have outfitted this courtroom with many drops to assure future scalability for distributed data-intensive projects.  We have also included two drops in the ceiling for possible wireless access points, though we are not installing them at the current time due to no viable wireless security solution.  The two green circles represent 16-port switches.  This facilities distribution of data and reduces cable bloat.  One of the switches is located in the computer equipment cabinet next to the Judge’s chair.  This is a definite area for expandability and due to the location of this switch; we can definitely handle anything they want to add.
Backbone
The WDC backbone consists of all cabling running between network devices such as routers, switches, and firewalls.  In order to maintain low network utilization without the unwieldy cost of fiber optic termination, the backbone will use 1000BaseSX Gigabit Ethernet over category 6 copper cabling.  All standard frame formats and sizes will be in an effort to maintain interoperability with other devices.  

Internet Connectivity
Commodity Internet

After thorough research and deliberations, we propose to go with an Internet solution from IntelliSpace.  They offer a Burstable Ethernet 3 megabit package which is extremely affordable, given the speeds it offers.  IntelliSpace is well-respected as a primary Internet provider to WPI, Assumption College, The College of the Holy Cross and Worcester Academy.
  They offer a very attractive package: 3 megabits up and down, which is burstable to 9 megabits.  That means in case bandwidth is required for a short-term basis, our provider will immediately allow increased transfer speeds, at no extra cost.


Another benefit of IntelliSpace over DSL is that they offer E-Valve Bandwidth-on-Demand which means the court may just ask to upgrade their line a few megabits.  This change is implemented within a 24 hour turnaround.  Also, IntelliSpace offers free 24 hour technical support 365 days a year.  The service is incredibly affordable – for a one-year contract, the setup fee will be $1500 and each month will cost only $118.86.

This choice is extremely wise as installing this infrastructure allows for future upgrades without any significant physical changes. If decided to upgrade their line to a T3 or fractional OC-3, the physical cabling is already in place and no significant changes must be made for installation.  If, at some point in the future, the court decides to host web servers internally this internet link can be upgraded.
The courthouse’s geographical location is very convenient for Internet connectivity.  The Goddard GigaPOP, owned by WPI, is located a few blocks down at 474 Main St. (look at map on next page).  IntelliSpace runs fiber and copper right down Main Street which puts the courthouse in an incredibly fortunate location.  
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MAGnet WAN

MAGNet is a Massachusetts Information Technology Division supported WAN that provides Internet connections and other network services to state agencies.  Such WAN services include E-Mail, human resources management, file serving, firewall protection, VPN, mainframe use.  These services are offered as a chargeback to the WDC, meaning that the ITD credits the WDC with the salary costs and resource costs as each service is performed.

In order to obtain access to the WAN, an agencies network must meet a number of criteria defined by the ITD.  The most restricting requirement asks that any agency connecting to the WAN use a frame relay connection.  This creates the added cost of supporting a frame relay connection.  The WDC will use a permanent virtual network connection over a $900/month T-1 connection from Verizon to connect to MAGNet.  

The current WDC is connected to MAGNet and makes use of its accounting and payroll services.  The proposed WDC will use these services and others on an improved connection.  It is suggested that MAGNet’s email service, MASSMail, be used by the WDC rather than finding an independent service.  This is because of the overwhelming number of government agencies already on the MASSMail system and the added compatibility and cooperation that this provides.  The WDC may also want to look into using MAGNet file servers for backups of crucial data.  The proposed network design takes these suggested services into consideration.
Cable

The entirety of the WDC network will take advantage of Category 6 copper cabling’s high bandwidth, low cost, and future potential.  Standard Cat6 cable provides 250 MHz of bandwidth which is 150MHz more than Cat5e.  By choosing Cat6 cable, support will be given to future applications that will benefit from the high performance cable.  In fact, we will be using a 550 MHz plenum cable for our design to allow for the ultimate scalability. We realize that recabling is one of the most expensive aspects of upgrading the network and want to have the best quality cable in place to last the lifetime of the courthouse.
In order to route cable through heating and cooling ducts, more expensive plenum cabling must be used.  When running cable from floor to floor, either Plenum or Riser cable may be used.  However, cables linking devices in the same room may be less expensive CM, general purpose or cable.  

For our design, we will be using only the best quality cable, specifically: plenum GigaTrue 550-MHz CAT6. This cable is guaranteed for life. It is sold in 1100-ft spools and we will need 9 spools, totaling 9900ft.  This amount will be plenty to handle our extensive wiring plan; we want everything wired so that this courthouse is very expandable even without the aid of wireless.
We will be using angled wall plates with four jacks on each. These wall plates have jacks angled down at 45 degrees to prevent damage from furniture being pushed up against it and damaging the cables.  Having four jacks is another point of expandability. In case we start running data over IP we have the physical infrastructure all set up.  Our design requires 400 wall plates.
Hardware
LAN hardware will be stored in the two telecommunications/data rooms on floors 1, 3 and 4 and in a telecommunications room assumed to be located in the basement.  This basement closet will house the servers, routers, firewalls, and any equipment dealing with the Internet carrier.

Care must be taken to ensure that these telecommunications rooms are maintained at temperature and humidity levels optimal for IT performance.  This means that extra air conditioning, ventilation, fire prevention steps must be taken when considering the design of these rooms.

The WAN and Internet connections coming into the WDC will be filtered through a firewall. This unit will handle all obvious attacks against the network such as ping floods or connections from the outside with IP’s that are obviously spoofed.  It will also block ports as defined by the network administration.  This will prevent the use of applications deemed to be unproductive by the management. The firewall also integrates the WDC’s VPN server as well as an IDS (Intrusion Detection System). The IDS will monitor all sessions, closely logging and notifying system administrators of any suspicious activity originating from or destined for the internet.
Beyond the firewall will be the router that handles all traffic internal to the network.  This is the router that is responsible for allowing all switched VLANS to communicate with one another. The router also integrates an IDS system which allows for tight internal security. Additional hardware IDS boxes will sit in-front of each internal server (domain server, file server, etc) This will be done to add an additional hardware layer of security in front of the most sensitive data locations. 
Additional hardware IDS devices are not mandatory on links to the dual switches on every floor because there will be a very controlled amount of incoming connections going to these switches. Specifically, the router will automatically drop any connections outside of a limited port range, as well as utilize the internal IDS to assure security. The chosen switches will work with the router through the integrated switch port analyzer, dropping any suspicious packets that pass through the router’s IDS.
The physical hardware layout is quite similar to the layout shown in the logical diagram with the noted exceptions regarding services integrated into the chosen firewall and router. Specifically, the IDS systems shown extending from the firewall are physically integrated into the firewall. Likewise the VPN server physically resides on the firewall box. Lastly the IDS systems shown on the Ethernet links to the switches are integrated into the hardware router.
Hardware Selection

Cisco was chosen as the hardware platform for the new courthouse network. Cisco is the market leader with approximately 70% market share in the enterprise networking space.
 As a result, the company defines the industry standard. Cisco is known for the high quality and reliability of its products as well as for excellent service contracts the company provides.
Choosing the industry leader also means that finding product support, both locally, and through literature will generally be an easier task than it would be with other smaller vendors. Furthermore, to the best of our research knowledge, the Boston courthouse network is likewise based on Cisco equipment. Having the same hardware provider will ease the task of outsourcing Worcester’s IT needs to the Boston office.

Router
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At the heart of the network stands the Cisco 12404 Gigabit Router. This is a mid-range router that provides 80GB of switching capacity, with 10Gbs per full duplex slot. At approximately $30,000 list the router provides a fairly affordable and scalable solution.

The 12004 only occupies 1/8 slot or a rack and provides 4 slots for Ethernet, Fast Ethernet and Gigabit line cards. The router also integrates an Intrusion Detection System (IDS)
We fully expect this router to be sufficient in meeting the needs of the proposed court network. It will likewise be easy to upgrade in the future by the addition of line cards or the purchase of an additional router.

          [image: image10.png]


The real cost associated with Cisco routers comes with the line slots that are necessary for providing the connections to the switches on the network. The 10 port Gigabit Ethernet slot shown here has a list value of a $225,000. The market value is closer to a quarter of that price; however this is still the bulk of the hardware investment.

This 10 port slot will connect to the two switches located on each floor. An 8 port 10/100 line slot will also be necessary for connecting to devices not needing full gigabit speed such as print servers and firewalls. A Cisco 8FE-TX-RJ45-B 8 port 10/100 slot has a list price of $29,500.
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Switches

We will be utilizing two Cisco Catalyst 2950 series switches (shown above) on each floor of the courthouse. These switches provide connectivity for up to 48 10/100 users each and cost $4,495 a piece. The switches support the gigabit connectivity that will be provided by the central router over gigabit Ethernet. The switching is done through Layer 2 and the devices are designed to be stackable, allowing multiple switches to be daisy-chained for easy expandability. 

The switches also support 802.1p and 802.1q protocols allowing for VLANs and QoS respectively. Lastly, the switches were also chosen based on their ability to support spanning tree protocol which allows the devices to act intelligently on the proposed partial mesh network. The switches can be configured with “costs” assigned to the various paths that can be taken through the network. For example, low costs will be assigned to the route with the shortest physical distance, and higher costs to an alternate (backup) route. Under normal operating conditions the switches will utilize the shorter route, however should a cable fail or a link be cut, the switches will automatically reconfigure themselves to use the backup connection, assuring minimal downtime.
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Smaller scale (and much cheaper) 16 port switches will also be used to split a single connection at some locations. These switches are fairly simple devices and will be utilized primarily in a court-room setting where a high number of low-bandwidth connections are needed (for example, for jury display systems). The chosen Netgear switches are unmanaged devices. Primarily, this means that these switches do not support advanced functionalities such as VLANs and QoS. This is not a problem in the context of their use, however, because all of the users on this switch will be located on a single VLAN (defined by the Cisco switch). QoS is also not important for these users. By utilizing simpler technology we are able to save considerable funds. At $80 a switch these devices are quite affordable and useful. Cisco does not manufacture unmanaged switches, thus Netgear, another reputable vendor was selected.

Firewall/VPN

The Cisco PIX-515E-FO-FE-BUN Security Appliance firewall will be used as one level of defense on the proposed network. The firewall allows support for De-Militarized Zone (DMZ), and integrates Cisco’s Easy VPN Server for full featured VPN support with up to 2000 simultaneous VPN tunnels. An IDS system is likewise integrated into the firewall. The firewall is able to protect against many types of internet attacks including Denial of Service and malformed packet attacks. [image: image12.png]


The device sports 6 10/100 Fast Ethernet ports as well as 188Mbs of total throughput. VLANs are also supported. The firewalls capabilities are a good fit for the needs of the court. The low $3,500 list price is also highly attractive.

IDS
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Hardware IDS systems take an additional step towards ensuring a high level of data protection and network security. A Cisco IDS model 4235 will be installed at 2 locations on the network; one on each link to internal data servers. The IDS 4235 has gigabit Ethernet connections and is capable of supporting 250Mbps throughput. Additional IDS models will need to be purchased to support future servers. Hardware IDS systems are somewhat pricy, the 4235 has a list price of $12,500.

VLANs


In order to create relevant broadcast domains, secure network access, flexible network management, and allow for detailed monitoring of bandwidth usage, an end-to-end VLAN will be used across the switch fabric of WDC’s three floors.


In a flat switched network, collision domains are segmented, but broadcast domains are not.  However, with the use of VLANs, one department on a switch won’t be subjected to the broadcasts of another department on the same switch.  It can be assumed that inter-departmental traffic will exceed cross-departmental traffic, making this segmentation relevant.  When communication between networks is not required, VLANs also act as an extended security measure by ensuring that no communication takes place between specified VLANs.


Additional security is also provided through the use of switched port administration.  VLANs give administrators much more flexibility on a port-by-port basis of each switch, translating into more efficient and responsive network management.

A router is required in conjunction with the switched network because VLANs on the same switch have no inherent knowledge of each other’s existence.  The WDC network will use the router in the basement to route properly identified frames that have been tagged by 802.1Q.  With this scheme, it will be possible to maintain 80% of traffic within each VLAN and <20% outside.

Courtroom Scalability
In the network plan that our team has created we have left a large window for future scalability.  With the recommended hardware, cabling and connections that will be provided, there are many future options the courthouse has the luxury of potentially pursuing. Some of the options are touch screen computer monitors, a projector system, an environment control (a judge kill switch), digital pens, and real time recorder.  All of these options would be excellent advancements in the courtroom that would provide advanced technology.


The first scalable technology is touch screen computer monitors.  These are highly effective in applications such as customer registration.  They are user friendly and excel the input process dramatically because there are no key strokes to make, and all the options are already laid out for the user.  Another application where touch screen computer monitors may be used is at the judge’s bench.  If the judge does have the power to control all the technology in the courtroom, a touch screen monitor would be useful to control the entire system and provide a user friendly environment for the judge.


A second technology that can be implemented in the future is a projector system.  This will provide a large viewing screen to view evidence and other relevant uses.  The screen can be controlled by the judge so that he can have total control of what is being viewed.  It can also be connected to DVD, VCR, and the Internet so that many types of visual aids can be used.


A third technology that can be implemented is a judge kill switch, or environment control.  This would be found at the judge’s bench and would be linked to anything found on the network in the courtroom. The judge would have to the ability to decide what technology can be used and when it can be used, he may also shut down any running application at anytime. This technology may be closely linked with the touch screen computer monitors, because that is where the switches may be found.


A digital pen is another technology that the courthouse may want to expand to.  This will allow for users to write a document and have it projected so that the rest of the court observers can witness what is being written.  This would be a nice feature to have for lawyers or witnesses that must write something down to be witnessed.


Another technology that can be used is the implementation of a real time recorder.  This would greatly help the court stenographer because it would take the dialog of the court session and automatically transcribe it into a written court document; the stenographer would just have to review its work.


All of these options would be very useful for the court system.  Although we did list some options that our system is able to handle there are many others that were not listed that may be applicable for the court house.  Our network plan is very scalable, and will allow for many new kinds or hardware and software to be installed at later dates.
Installation Contractors
The Operational Services Division of the state of Massachusetts offers an outsourcing business contract search system to help government agencies find qualified contractors in the Massachusetts area. The system, Comm-PASS, can be found on the Mass.gov website here:  http://www.comm-pass.com. All the contractors bidding on Comm-PASS must pass a series of stringent requirements defined by the state.  These requirements ensure a high quality of service for the participating government agencies.  The Worcester District Court will find a contractor through this system.

One function of Comm-PASS is to allow government agencies and independent companies to view proposals of upcoming government projects.  Bids may then be made concerning work required for the project.  The government agencies choose their contractor depending on the company’s cost, rating, experience and reputation. A liberal estimate of the installation of network drops and cable conduits comes to $37,000. This includes only the man-hours to install the cable and drops, not the equipment itself.

Contracts required for the new WDC will be initially handled by the Investment Planning & Oversight Unit of the ITD.  Future IT endeavors will be handled by a local IT administrator, as discussed in the “Staffing” section.

Staffing

It is highly recommended that a budget be allotted toward the procurement of a full-time IT staff.  The maintenance of a network of such complexity is a continual work in progress.  New security holes are discovered every day, making it impossible to set up a secure network “out of the box.”  New applications that may add crucial functionality to the courthouse may never be realized without the personnel dedicated to their discovery, testing, and implementation.  While the proposed hardware will be chosen with the utmost care and consideration for the needs of the courthouse, there is no such thing as a flawless piece of hardware.  Problems will arise and work will be disrupted.  The inclusion of an IT staff member in the WDC will soften the impact of such problems as they occur.
Cost Estimation 
	Yearly costs with 0 Full-time Staff Members
	

	
	
	

	Function
	Uptime
	Value


	Network Connectivity
	98%
	(40,000.00)

	Domain Server
	98%
	(20,000.00)

	File Server
	97%
	(10,000.00)

	VPN Server
	99%
	(2,000.00)

	Average Workstation
	95%
	(12,000.00)

	Other/Intangible
	Info
	

	Emergency Consultant
	5hrs/60 * $100/hr * 365
	(3,000.00)

	Worker time lost due to remote administration
	1hr/day * 365 days * $17.5
	(6,387.50)

	Accidental Misconfiguration
	
	(2,000.00)

	
	
	

	
	Total
	($95,387.50)

	
	
	

	Yearly cost with 1 Full Time IT Manager
	
	

	
	
	

	Function
	Uptime
	Value

	Network Connectivity
	99.90%
	($5,000.00)

	Domain Server
	98.90%
	($8,000.00)

	File Server
	98.90%
	($4,000.00)

	VPN Server
	99.9990%
	($500.00)

	Average Workstation
	96.00%
	($10,000.00)

	Other/Intangible
	Info
	

	Emergency Overtime
	n/a (Salary)
	$0.00 

	Research on new IT initiatives
	
	$10,000.00

	
	
	

	
	Total
	($17,500.00)


As proved by the above table, having on site IT staff will be of great value to the courthouse.  We have allocated $45,000 in salary for the IT manager.  The total value added minus salary is approximately $32,887.50  Not only is the a critical position as far as keeping the network and computing hardware functioning correctly, but the value outweighs the costs, significantly.
Personnel Training


We believe it necessary that all personnel be adequately trained to use their computers and software.  Just minimal training eliminates much of the need of on site support staff and lowers costs dramatically.  Employees with the ability to self-diagnose computer problems and fix them also cut downtime and boost potential productivity.  We propose that one trainer be hired for assisting users with new technologies. Given a training schedule of 3 hours in a day, 4 times per year for each employee, we believe this idea eventually saves the court money from reduced downtime and increased productivity.  Microsoft Office is touted as a productivity suite and it can definitely help users get things done quicker and more effectively if they can understand the software well enough to use it to its full potential.  We want our trainer to work one-on-one with each employee for 3 hours, 4 times per year.  Given a pay rate of $14/hr, this is an annual cost of only $30,000.  This saves the court money because more IT staff will not be required, as IT staff costs much more than support staff.  The savings per year is estimated at $15,000; truly a value-added position.
Budget

History of Allocation
With current information it is difficult to estimate the funds given to the network design and implementation of this project.  We can look in the past to better understand the fiscal situation.  In 2001, the central district court of Worcester was given $4,261,401 with the stipulation that “not more than 104 employees shall be funded from this item.”
  For the fiscal year of 2002, Chapter 177 allocated $4,118,112 for court of Worcester, a 3.5% decrease from the previous year.

Although Governor Romney’s recommendations for the 2005 state budget allocate significant money to the trial courts
, we cannot gauge how much is specifically being given to Worcester, specifically, the new courthouse, or its network. When the budget is revised by the State House, we can expect to see a more specific allocation of funds to Worcester’s courthouse (most likely approximately $4million.) We do not currently anticipate any special state grants or other donations for this project, but we do not rule out that possibility.
Costs
Network Installation Costs
	 
	Network Installation Costs
	List Price
	Market Price
	Total Cost

	Cabling
	 
	 
	 
	 
	 

	 
	9
	1,100 ft spools of GigaTrue 550 CAT6, 550-MHz Bulk Cable
	 
	$790.95
	$7,118.55

	 
	400
	4-jack angled wall plates
	 
	$2.95
	$1,180.00

	Hardware
	 
	 
	 
	 
	 

	 
	6
	Cisco Catalyst 2950 series, WS-C2950G-48-EI Switch
	$4,495.00
	$3,000.00
	$18,000.00

	 
	1
	Cisco 12404 Router, GSR12404- 4 slot AC System
	$28,000.00
	$22,700.00
	$22,700.00

	 
	1
	Cisco 12000 10-Port Gigabit Ethernet Line Card
	$225,000.00
	$20,000.00
	$20,000.00

	 
	1
	Cisco 12000 Series Eight-Port Fast Ethernet Line Card 8FE-TX-RJ45-B
	$29,500.00
	$8,000.00
	$8,000.00

	 
	10
	Netgear FS116 16 port 10/100 Switch
	$100.00
	$80.00
	$800.00

	 
	1
	Cisco PIX-515E-FO-FE-BUN Security Appliance Firewall
	$3,500.00
	$2,500.00
	$2,500.00

	 
	2
	Cisco IDS 4235 Sensor
	$12,500.00
	$9,000.00
	$18,000.00

	Installation

	 
	 
	Physical installation of cabling and drops by contractor
	 
	 
	$37,000.00

	
	
	
	
	
	$135,298.55


IT & Maintenance Costs
	 
	IT & Maintenance Costs
	Cost

	Intenet Connectivity
	 
	 
	 

	 
	 
	3 megabit burstable ethernet connection (IntelliSpace)
	 

	 
	 
	     Setup Fee
	$1,500.00

	 
	 
	     Yearly Cost
	$1,426.27

	 
	 
	Frame Relay Connection
	$10,800.00

	Web Hosting
	 
	 
	 

	 
	 
	Outsourced Web Hosting service
	$420.00

	Personnel Training
	 
	 
	 

	 
	 
	12 hours of one-on-one training for each employee annually, 160 employees (first two years)
	$30,000.00

	Staffing
	 
	 
	 

	 
	1
	Full-time IT Manager
	$45,000.00

	
	
	
	$89,146.27


Network Costs over 3 Years
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Onsite personnel training is provided for the first two years. This is allocated for in our budget.

Customer Sign off and Acceptance of Design


This signature hereby states that this proposal has been accepted and Group 3 will be hired as consultants for the physical implementation of this design.  Any and all modifications must and will be cleared by the group in written form.  The group also reserves the right to modify their plan, with proper notice, to allow for upcoming developments in technology or price changes.
________________________________________                                             _______________
                      Signature
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